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AI in Cybersecurity



IT

Security meets AI -
Battle of the Buzzwords

IT

SECURITY



Encompassing the Security Spectrum



Traditional Cybersecurity Pitfalls
Speed  Scale  Experience 



Evolution of Cybersecurity

Traditional Rule 

● Black/White lists
○ Applications, 

IP addresses
● Quantitative 

○ X GB data, Y 
CPU 
utilisation

● Indicators of 
Compromise
○ Files, markers
○ Origin specific

Analytics

● Comparative
○ Top network 

traffic
● Correlation
● Scale and Volume

AI Based 

AI based

● Learning 
● Contextual
● Pattern 

Recognition
● Decision Support



Practical Usage - Cloaked Malicious Activity, 2017
Rule Based approaches
- Fail , not blocked

Analytics Based Approaches
- Possible success, unlikely

Behavioural Approaches
- Alerting most likely



User and Entity Behavioural Analytics

● Applied to Users and “Entities”
● Baselines “behaviour”

○ Transactions 
○ Context
○ Compared to “peers”

● Use cases range from endpoint protection to centralised 
monitoring





Practical Use Case

● Endpoint protection 
● Baselines network behaviour of an app
● Can find out malicious macros in files

Baselining Spotify - evilsocket

○ Uses autoencoding to store what Spotify does - play 
songs, playlists etc

○ Triggers when Connect to Facebook button is pressed



All this is fine, but….



Who knows what’s 
happening 
ACTUALLY ?
Cybersecurity in 
AI
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Basis of AI - Go Beyond Rules



X1,x2,x3 : y1, y2 3,7.4,8.3  : ?

Basis of AI - Go Beyond Rules



The Midas Effect



Prompt Injection, Model Inversion



Training AI is HARD 



The 42 Problem
No Explanation - Move 37

It may not even be able to 
reproduce identical results



What Can Be Done to Mitigate

End to End 
Assurance

Complete Control

Move 37

Mathematical 
Approaches

Explainable AI



CDAC

AI in 
Cybersecurity

Cybersecurity in 
AI


